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Mark	  Allman	  on	  network	  
measurements….	  

•  h<p://www.icir.org/mallman/talks/be<er-‐
empiricalism-‐pam15.pdf	  

•  This	  is	  a	  really	  good	  paper	  on	  mo6va6ons	  
doing	  measurement	  on	  the	  Internet,	  data	  
sharing.	  



Background:	  we	  have	  this	  system…	  

•  Flash	  adverts	  placed	  worldwide,	  running	  controlled	  
sequences	  of	  (undisplayed)	  pixel	  fetches	  
–  350,000	  to	  750,000	  randomized	  placements/day	  on	  
current	  budget	  

–  Current	  System	  capable	  of	  handling	  8-‐10	  million	  samples,	  
scaleable	  

•  IPv6	  and	  DNS(SEC)	  and	  general	  IP	  quali6es	  
–  Dual	  Stack	  v4/v6	  V6	  only	  	  
–  V6	  dns	  DNSSEC,	  badly	  signed	  DNSSEC	  
–  Large	  packets,	  Tunnel	  detec6on	  

•  Under	  con6nuous	  development	  
–  Exploring	  TLS/SSL/SNI	  in	  2015	  



Basic	  technique	  

•  Ask	  user	  to	  fetch	  web	  resources	  which	  are	  
homed	  in:	  
–  IPv4	  only	  
– Dual-‐Stack	  IPv4	  and	  IPv6	  
–  IPv6	  only	  
–  (varia6ons	  to	  capture	  tunnels,	  explore	  other	  aspects	  
of	  IP	  behaviour)	  

•  Have	  some	  way	  of	  uniquely	  iden6fying	  each	  user,	  
and	  what	  they	  fetch	  

•  Correlate	  their	  results:	  end	  user	  capability.	  



Buying	  google	  adverts	  

•  Impressions	  vs	  clicks	  
–  We	  tune	  to	  preference	  views	  of	  our	  ad	  (impressions)	  and	  de-‐preference	  

clicking.	  

•  Daily	  spend	  limit	  
–  We	  chose	  $200/day	  as	  a	  ceiling	  to	  spend.	  

•  Clicks	  per	  Mille	  (CPM)	  
–  An	  industry	  standard	  bidding	  mechanism,	  which	  prices	  the	  effec6ve	  bid	  you	  

make	  for	  1000	  impressions	  hoping	  for	  a	  click:	  we	  bid	  low	  (0.25c)	  

•  Google	  wants	  our	  money	  
–  Nobody	  wants	  to	  take	  this	  bid,	  so	  Google	  “soaks”	  the	  advert	  on	  youtube,	  to	  

meet	  our	  daily	  bidding	  total	  at	  our	  cpm,	  preferring	  impressions.	  	  
•  Result:	  a	  huge	  worldwide	  deployment	  of	  our	  advert	  via	  youtube	  to	  lots	  

and	  lots	  of	  people.	  



Placement	  

At	  low	  CPM,	  the	  adver6sing	  network	  needs	  to	  
present	  unique,	  new	  eyeballs	  to	  harvest	  
impressions	  and	  take	  your	  money.	  

– Therefore,	  a	  ‘good’	  adver6sing	  network	  provides	  a	  
fresh	  crop	  of	  unique	  clients	  per	  day	  

– Pay	  for	  placement	  of	  ads,	  embed	  the	  
measurement	  in	  flash.	  

– Result	  is	  lots	  of	  Unique	  IP	  addresses	  to	  measure.	  
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At	  Launch	  



One	  Month	  Later	  



The	  effects	  of	  placement	  6me	  

•  Time	  of	  day	  influences	  who	  google	  can	  present	  to	  
•  We	  now	  run	  mul6ple	  adverts	  in	  bands	  of	  6me	  to	  
try	  and	  ensure	  we	  get	  be<er	  coverage	  in	  every	  
economies	  peak	  6me	  of	  use	  

•  We	  may	  have	  to	  work	  harder	  to	  get	  more	  data	  
for	  emerging	  Internet	  economies,	  Africa,	  
Oceania,	  parts	  of	  Asia,	  South	  America	  

•  G20	  is	  ok.	  It’s	  the	  rest	  of	  the	  world	  that’s	  a	  worry	  



Unique	  IPS?	  

•  Collect list of unique IP addresses 
seen 
– Per day 
– Since inception 

•  Plot to see behaviours of system 
– Do we see ‘same eyeballs’ all the time? 



Lots	  of	  Unique	  IP’S	  

Cumulative Unique IPs 

Daily Unique IPs 



Success!	  

•  350,000	  rising	  to	  1million	  samples/day	  
•  Large	  dataset,	  cross	  index	  DNS,	  IPv4,	  IPv6	  

– Tag	  by	  economy,	  ASN,	  v4/v6	  rela6onships,	  
capability	  

•  Graphs,	  Tables,	  Presenta6ons,	  Reports	  
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•  Large	  dataset,	  cross	  index	  DNS,	  IPv4,	  IPv6	  

– Tag	  by	  economy,	  ASN,	  v4/v6	  rela6onships,	  
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•  Graphs,	  Tables,	  Presenta6ons,	  Reports	  
•  ….Lets	  drill	  a	  bit	  “deeper”	  



…but	  where	  are	  these	  IP’s	  ?	  



…but	  where	  are	  these	  IP’s	  ?	  

Economy	   Count	   Economy	   Count	  

CN	   100,449	   TW	   22,238	  

TR	   72,220	   PH	   20,065	  

BR	   51,311	   PH	   19,046	  

TH	   33,996	   EG	   17,293	  

IN	   28,755	   UA	   17,092	  

US	   26,585	   PJ	   16,712	  

VN	   26,340	   RU	   15,435	  

AR	   25,145	   FR	   15,151	  

ID	   23,079	   ES	   15,125	  

MX	   22,494	   RO	   14,796	  



Wait	  a	  minute…	  

Economy	   Count	   Economy	   Count	  

CN	   100,449	   TW	   22,238	  
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MX	   22,494	   RO	   14,796	  



Whats	  the	  ITU	  Ranking	  by	  #	  users?	  

Economy	   Internet	  Pop	   Economy	   Internet	  Pop	  

CN	   535175571	   MX	   46255178	  

US	   225700819	   KR	   41568044	  

IN	   128274827	   EG	   33430342	  

JP	   100388570	   IT	   33269399	  

BR	   92633032	   TR	   32827609	  

RU	   69779393	   VN	   32581444	  

DE	   67128189	   ES	   31916641	  

GB	   54332971	   CA	   29609196	  

NG	   51283648	   PH	   29219781	  

FR	   50415364	   ID	   28232026	  



Whats	  the	  ITU	  Ranking	  by	  #	  users?	  

Economy	   Our	  ranking	   Economy	   Our	  Ranking	  

CN	   1	   MX	   10	  

US	   6	   KR	   (22)	  

IN	   5	   EG	   14	  

JP	   12	   IT	   (26)	  

BR	   3	   TR	   2	  

RU	   17	   VN	   7	  

DE	   (41)	   ES	   19	  

GB	   (39)	   CA	   (40)	  

NG	   (105)	   PH	   13	  

FR	   18	   ID	   9	  

At	  least	  we	  
Agree	  they	  
Are	  top	  20	  
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The	  only	  
One	  we	  
Got	  right	  



Ad	  display	  skew	  

•  We	  have	  a	  severe	  problem	  with	  ad	  skew	  by	  
economy	  
– Adverts	  are	  presented	  where	  google	  can	  find	  
unique	  eyeballs	  

– Unique	  eyeballs	  do	  not	  equate	  well	  to	  economic	  
ranking	  by	  ITU	  user	  counts,	  internet	  capacity	  

•  But	  we	  can	  adjust	  for	  this.	  
– Factor	  our	  %	  counts	  for	  regional,	  world	  totals	  

•  Q:	  is	  anyone	  else	  doing	  this?	  
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Is	  anyone	  else	  doing	  ‘adjusted’	  counts	  

•  Our	  data	  for	  ‘world’	  is	  adjusted	  by	  ITU	  internet	  
popula6on.	  
–  For	  UN	  subregions,	  as	  well	  as	  world	  figures	  

•  We	  record	  1%	  -‐	  2%	  lower	  world	  IPv6	  uptake	  than	  
other	  figures	  

•  We	  do	  not	  think	  the	  other	  measures	  have	  
adjusted	  for	  sample	  bias,	  or	  take	  account	  of	  the	  
popula6on	  effects	  of	  measurement	  

•  We	  tend	  to	  have	  good	  agreement	  per-‐economy	  
with	  other	  measurements	  (google,	  akamai)	  



APNIC	  vs	  Google	  World	  IPv6	  

Consistent	  trend	  
But	  we	  measure	  world	  
At	  2%	  lower	  than	  Google	  
	  
(we	  believe	  ar+facts	  in	  the	  
	  APNIC	  graph	  are	  a	  	  
	  func+on	  of	  smaller	  
sample	  size,	  methodology	  
&	  changes	  over	  the	  life	  of	  
	  our	  Experiment)	  



The	  Problem	  of	  ASN	  

•  Some	  people	  run	  a	  mesh	  of	  ASN	  to	  manage	  
complex	  rou6ng	  architectures	  

•  Eg	  Time	  Warner	  /	  Roadrunner	  
– Large	  US	  Cable	  provider	  

•  12	  ASN	  visible	  in	  BGP,	  across	  v4,	  v6	  
– We’ve	  seen	  nine	  of	  them	  



Time	  Warner	  /	  Roadrunner	  
ASN	   AutNum	   V4	  Prefix	  in	  BGP	   V6	  Prefix	  in	  BGP	   Seen	  

in	  1x1	  

3456	   TW-‐CABLE	   27	   1	   4	  

7843	   TWCABLE-‐BACKBONE	   311	   6	   16	  

10796	   SC-‐RR	   861	   2	   802	  

11351	   RR-‐NYSREGION	   220	   2	   471	  

11426	   SC-‐RR	   295	   1	   494	  

11427	   SC-‐RR	   208	   2	   445	  

11955	   SC-‐RR	   14	   -‐	   19	  

12271	   SC-‐RR	   213	   1	   541	  

14065	   ADELPHIA	   4	   1	   -‐	  

20001	   ROADRUNNER-‐WEST	   210	   3	   817	  

20231	   ROADRUNNER-‐CENTRAL	   1	   1	   -‐	  

27476	   TWCME	  (maine)	   1	   -‐	   -‐	  



How	  do	  we	  ascribe	  IPv6?	  

•  If	  we	  aggregate	  v6	  capability	  across	  en6re	  set	  
of	  ASN,	  we	  ignore	  engineering	  
– TW	  network	  engineers	  confirm	  it’s	  a	  rollout	  
progressing	  by	  region	  

•  If	  we	  aggregate	  by	  TW/RR,	  how	  do	  we	  
account	  for	  the	  other	  17	  ASN	  in	  their	  
registra6on	  (they	  actually	  have	  29	  ASN)	  
– Old	  acquisi6ons,	  not	  visible	  in	  BGP?	  



ASN	   Network	   Econ	  	  
Of	  ASN	  

#	  	  
econ	  

Economylist	  

174	   COGENT-‐174	  -‐	  Cogent	  Communica6ons	   US	   10	   CA,58,DE,10,ES,86,EU,19,FR,61,GB,57,GY,25,IE,24,TR,9,US,3196	  

702	   Verizon	  Business	   US	   16	   AT,1,BE,102,CH,13,DE,220,DK,6,ES,38,FI,53,FR,199,GB,316,GR,8,IE,80,IT,25,NL,149,PT,2,SE,6,US,31	  

3209	   VODANET	  Vodafone	  GmbH	   DE	   3	   DE,13740,EU,3,US,232	  

3292	   TDC	  TDC	  A/S	   DK	   5	   DK,11221,FI,93,NO,204,SE,542,US,13	  

3549	   LVLT-‐3549	  -‐	  Level	  3	  Communica6ons.	   US	   12	   AR,6102,BR,1200,CL,86,DE,1,EC,220,FR,1,GB,221,MX,3,NL,27,PE,15,US,2821,VE,226	  

4755	   TATACOMM-‐AS	  TATA	  formerly	  VSNL	   IN	   5	   AU,5,FR,16,IN,15217,SE,152,US,10	  

5432	   BELGACOM-‐SKYNET-‐AS	  BELGACOM	  S.A.	   BE	   5	   BE,13454,GB,10,KE,9,NL,293,SE,9	  

5483	   HTC-‐AS	  Magyar	  Telekom	  Plc.	   HU	   3	   HU,45919,IT,10,RO,61	  

6830	   LGI-‐UPC	  Liberty	  Global	  Opera6ons	  B.V.	   AT	   11	   AT,7932,CH,3733,CZ,17652,DE,4,EU,3,HU,29255,IE,5087,NL,7142,PL,20302,RO,22948,SK,4137	  

6866	   CYTA-‐NETWORK	  Cyprus	  Telecommunica6ons	   CY	   2	   CY,19095,GR,5724	  

6939	   HURRICANE	  -‐	  Hurricane	  Electric	  Inc.	   US	   14	   BR,1,CA,105,CZ,4,DE,3,GB,2,IN,3,KR,1,KZ,1,LV,1,NL,1,RU,1,TW,1,US,6170,na,9	  

8075	   Microsov	  Corpora6on	   US	   3	   BR,137,GB,8,US,13756	  

8167	   Brasil	  Telecom	  S/A	  	   BR	   2	   BO,12,BR,49975	  

8220	   COLT	  COLT	  Technology	  Services	  Group	   GB	   12	   AT,44,BE,30,CH,120,DE,388,DK,3,ES,370,FR,199,GB,914,IE,6,IT,285,PT,115,US,21	  

8359	   MTS	  MTS	  OJSC	   RU	   3	   CZ,15,RU,35316,UA,528	  

8926	   MOLDTELECOM-‐AS	  Moldtelecom	  SA	   MD	   3	   EU,121,MD,10798,RO,14498	  

9050	   RTD	  ROMTELECOM	  S.A	   RO	   2	   IR,100,RO,58976	  

14754	   Telgua	   GT	   6	   CR,471,GT,14760,HN,1413,NI,6366,SV,9952,US,2	  

16509	   AMAZON-‐02	  -‐	  Amazon.com	   US	   3	   BR,20,IE,16,US,12656	  

18403	   FPT-‐AS-‐AP	   VN	   2	   KH,126,VN,147064	  

21502	   ASN-‐NUMERICABLE	  NUMERICABLE	  France	   FR	   3	   BE,814,FR,11382,LU,3	  

30722	   VODAFONE-‐IT-‐ASN	  Vodafone	  Omnitel	  B.V.	   IT	   4	   AL,66,IT,16627,MT,39,US,45	  

36947	   ALGTEL-‐AS	   DZ	   3	   DZ,202281,ES,3282,FR,15	  

39832	   NO-‐OPERA	  Opera	  Sovware	  ASA	   NO	   3	   GB,45650,NO,10389,US,3314	  

	  	   	  	   	  	   	  	   	  	  



ASN	  in	  more	  than	  one	  Economy	  

•  Some	  ASN	  are	  genuinely	  interna6onal	  
– But	  some	  of	  their	  compe6tors	  run	  mul6ple	  ASN	  

•  Comparing	  like-‐with-‐like	  requires	  extra	  
informa6on	  

•  Some	  of	  these	  cases	  are	  because	  of	  
inadequate	  tracking	  of	  resource	  reloca6ons	  in	  
registry	  processes	  
– This	  can	  only	  get	  worse	  with	  address	  transfers	  



Data	  Integra6on	  

•  U<unique>	  +	  s<6me>	  	  gives	  us	  unique	  colla6on	  key	  
•  Can	  now	  correlate	  tcpdump,	  weblog,	  dns	  
•  DNS	  resolver	  IP	  now	  associated	  to	  client	  

–  Can	  inform	  “who	  uses	  whom”	  for	  DNS	  Services	  
–  Can	  test	  client	  capability	  in	  DNSSEC	  
– Map	  client	  usage	  of	  google	  public	  DNS,	  openDNS	  

•  Results	  line	  gives	  client	  view	  of	  6ming	  
–  Can	  compare	  to	  tcpdump,	  web/dns	  log	  6mes	  

•  Map	  to	  economy,	  iso3166	  region,	  AS	  number	  
–  RIR	  databases,	  Maxmind,	  BGP	  (origin-‐as)	  
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•  DNS	  resolver	  IP	  now	  associated	  to	  client	  

–  Can	  inform	  “who	  uses	  whom”	  for	  DNS	  Services	  
–  Can	  test	  client	  capability	  in	  DNSSEC	  
– Map	  client	  usage	  of	  google	  public	  DNS,	  openDNS	  

•  Results	  line	  gives	  client	  view	  of	  6ming	  
–  Can	  compare	  to	  tcpdump,	  web/dns	  log	  6mes	  

•  Map	  to	  economy,	  iso3166	  region,	  AS	  number	  
–  RIR	  databases,	  Maxmind,	  BGP	  (origin-‐as)	  

This	  has	  issues	  



Sources	  of	  Economy	  data	  

•  What	  does	  RIR	  economy	  of	  assignment	  mean?	  
•  What	  does	  maxmind	  economy	  of	  use	  mean?	  
•  What	  do	  we	  do	  about	  interna6onal	  services?	  

– Maxmind	  iden6fies	  VPN	  tunnel	  endpoint	  
addresses	  

– Maxmind	  iden6fies	  what	  it	  thinks	  is	  interna6onal	  
address	  deployment	  

•  Quality	  of	  RIR/NIR	  economy	  data	  is	  mixed	  
– Under	  transfers,	  this	  is	  only	  gezng	  worse	  



Other	  Error	  bars	  

•  We	  can’t	  directly	  measure	  most	  mobile	  devices	  in	  the	  
google	  flash	  mechanism	  (because	  flash	  isn’t	  being	  run	  on	  
these	  handsets)	  
•  Mi6ga6on:	  we	  are	  re-‐developing	  into	  HTML5	  

(javascript)	  which	  will	  work	  on	  all	  modern	  devices	  
including	  phones.	  

•  We	  can’t	  directly	  measure	  anyone	  with	  adblock	  enabled	  in	  
the	  flash	  measurement	  (because	  ..	  Its	  an	  advert!)	  
•  There	  is	  no	  real	  mi6ga6on	  but	  on	  the	  upside	  we	  now	  

respect	  the	  “do	  not	  track”	  flags	  and	  have	  a	  compliant	  
private	  iden6fying	  informa6on	  policy	  



Other	  Error	  bars	  

•  We	  can’t	  directly	  measure	  end	  users	  who	  have	  ACLs	  
blocking	  youtube	  (the	  predominant	  ad	  placement	  website)	  
in	  the	  flash	  measurement.	  
–  These	  are	  ‘low	  side’	  effects:	  we	  undercount	  in	  flash,a	  nd	  we	  feel	  
confident	  we	  are	  a	  low-‐side	  count	  compared	  to	  some	  more	  
op6mis6c	  measures.	  

–  We	  have	  good	  convergeance	  with	  many	  other	  measures	  being	  
done	  by	  google,	  Akamai	  of	  their	  percep6ons	  of	  end-‐user	  
capability.	  The	  variances	  lie	  in	  economies	  with	  low	  sample	  
counts,	  or	  high	  rates	  of	  mobile	  device	  internet.	  

•  The	  javascript	  measurement	  is	  prone	  to	  distor6ons	  from	  
repeat	  visits.	  We	  try	  to	  account	  for	  this.	  
–  This	  is	  a	  ‘high	  side’	  effect:	  we	  can	  over	  count	  in	  javascript	  



Other	  Problems	  

•  We	  are	  having	  to	  move	  to	  HTML5,	  h<ps:	  to	  meet	  
AUP	  from	  google	  
•  Work	  in	  progress	  
•  Higher	  implementa6on	  costs	  server-‐side	  

•  TCP	  sessions	  slower	  (crypto)	  bigger	  (more	  state)	  
•  Sign-‐on-‐the-‐fly	  costs	  to	  get	  *.dom.ain	  wildcards	  (SAN)	  

•  We	  are	  captured	  by	  a	  single	  source	  of	  adverts	  
•  Good	  evidence	  that	  Google	  are	  an	  ‘honest	  broker’	  
•  Inves6ga6ng	  alterna6ve	  placement	  channels	  

•  May	  pick	  up	  developing	  internet	  economies	  be<er	  



Whats	  actually	  happening	  out	  there?	  

•  h<p://stats.labs.apnic.net/ipv6	  
– Breakdowns	  by	  UN	  Region	  
– AS	  per	  ASN	  
– Sortable	  tables	  
– Google	  Chart	  API	  
–  (We	  stole	  the	  L&F	  from	  Erik	  Vynke)	  



Whats	  actually	  happening	  out	  there?	  

•  We	  see	  at	  least	  four	  trends	  in	  IPv6	  uptake	  
1.  Its	  not	  happening	  at	  all	  (UK	  outside	  of	  JANET)	  
2.  Its	  happening	  but	  we	  can’t	  measure	  it	  

properly	  
–  ‘Great	  Firewall	  of	  China’	  
–  Mobile	  devices	  (watch	  this	  space)	  

3.  It	  happened,	  but	  peaked	  early	  (FR)	  
4.  Its	  real	  (US,DE,MY,BE)	  and	  the	  sky’s	  the	  limit	  



GB	  Its	  not	  happening	  

h<p://stats.labs.apnic.net/ipv6/GB?c=GB&x=1&p=1&r=1&w=10	  



CN	  We	  can’t	  measure	  properly	  

h<p://stats.labs.apnic.net/ipv6/CN?c=CN&x=1&p=1&r=1&w=10	  



FR	  Peaked	  early	  

h<p://stats.labs.apnic.net/ipv6/FR?c=FR&x=1&p=1&r=1&w=10	  



US	  It’s	  on!	  

h<p://stats.labs.apnic.net/ipv6/US?c=US&x=1&p=1&r=1&w=10	  



MY	  It’s	  on!	  

h<p://stats.labs.apnic.net/ipv6/MY?c=MY&x=1&p=1&r=1&w=10	  



DE	  It’s	  on!	  

h<p://stats.labs.apnic.net/ipv6/DE?c=DE&x=1&p=1&r=1&w=10	  



NL	  …	  sorry	  guys..	  

h<p://stats.labs.apnic.net/ipv6/NL?c=NL&x=1&p=1&r=1&w=10	  



BE	  It’s	  on!	  

h<p://stats.labs.apnic.net/ipv6/BE?c=BE&x=1&p=1&r=1&w=10	  



BE	  Tonnerre	  du	  Brest!!	  

h<p://stats.labs.apnic.net/ipv6/BE?c=BE&x=1&p=1&r=1&w=10	  



Whats	  actually	  happening	  out	  there?	  

•  Drill	  down	  into	  an	  Economy,	  show	  the	  per-‐AS	  
state.	  



Belgian	  IPv6	  capability	  by	  ASN	  



Dutch	  IPv6	  Capability	  by	  ASN	  



Whats	  actually	  happening	  out	  there?	  

HMMM.	  Lets	  sort	  this	  by	  
Sample-‐Count….	  



Whats	  actually	  happening	  out	  there?	  



Whats	  actually	  happening	  out	  there?	  

•  Hmm.	  So..	  If	  we	  rank	  by	  sample	  size,	  and	  we	  
get	  an	  approxima6on	  of	  market	  share	  by	  
random	  sample,	  then	  what	  if	  we	  back-‐apply	  
this	  to	  the	  ITU	  data	  on	  Internet	  users,	  and	  the	  
World	  Popula6on	  stats?	  

•  Geoff	  makes:	  
– h<p://stats.labs.apnic.net/cgi-‐bin/aspop?c=US	  



Whats	  actually	  happening	  out	  there?	  



Whats	  actually	  happening	  out	  there?	  



Whats	  actually	  happening	  out	  there?	  



Whats	  actually	  happening	  out	  there?	  



Whats	  actually	  happening	  out	  there?	  



…and	  now	  DNSSEC	  



…and	  now	  DNSSEC	  
•  h<p://stats.labs.apnic.net/dnssec/NL	  

•  Present	  users	  with	  DNSSEC	  signed	  names	  
–  Well	  signed	  (can	  be	  validated)	  
–  Badly	  signed	  (provably	  invalid)	  

•  If	  they	  go	  to	  the	  badly	  signed,	  they	  aren’t	  valida6ng,	  or	  
include	  non-‐valida6ng	  resolvers	  in	  their	  configura6on	  

•  If	  they	  fetch	  DNS	  “DS”	  and	  “DNSKEY”	  records	  of	  the	  zone,	  
we	  know	  they	  are	  trying	  to	  validate	  
–  Requires	  a	  large	  (500,000)	  space	  of	  zones,	  to	  avoid	  cache	  hits	  
inside	  the	  TTL	  of	  the	  zone	  fetch	  of	  DS/DNSKEY	  

–  Moving	  to	  random	  unique	  sign-‐on-‐the-‐fly	  zones	  



…and	  now	  DNSSEC	  



DNSSEC	  for	  the	  UK	  



DNSSEC	  for	  the	  UK	  



DNSSEC	  for	  the	  US	  



DNSSEC	  for	  the	  US	  



DNSSEC	  for	  Europe	  



DNSSEC	  for	  Europe	  



Conclusions	  

•  APNIC believes it can reliably measure end-user IPv6 
and DNS capability independently of the ISP, both 
within an economy, and inter-economy 

•  We believe we have insights into market share, and 
other intra-economy behaviours not otherwise 
measured 

•  We’re committed to a long-term measurement and will 
continue to present data, results 

•  http://stats.labs.apnic.net/ (DNSSEC and IPv6) 

•  Explore the data! 



Conclusions	  

•  We are aware of systematic bias in our 
system 
– We can’t measure mobile devices adequately 
– We over sample some economies 
– We under sample interesting economies in the 

developing internet 
– We can’t measure into firewalled economies yet 

•  We think we have some simple adjustments 
– For sample skew, and population estimates 
– But a lot more work is needed 



Informing	  Address	  Policy	  

•  Wide-scale deployment of IPv6 exists 
– There is no obvious shortage of IPv6 addresses 

by economy, or ISP 
– There appears to be good global coverage 
– Most people are within 1 or 2 ASN of Native IPv6 
– Most ISPs have IPv6 in their core 

•  The problem is in the CPE 
– Deploying IPv6 into the customer net is expensive 
– We may need regulatory (incentives?) 

involvement 



Informing	  Address	  Policy	  

•  Uniform behaviour is vanishing from the net 
– Segmenting by capital investment opportunities, 

economic conditions 
– Effects of national policy (firewalls, filters) 
– Re-monopolization risks in the CGN (vertical 

market capture) 
•  We don’t want a 2-tier internet 

– We’re probably faced with an n-tier internet 
– Dual Stack IPv4/IPv6 presents issues 



Informing	  Address	  Policy	  

•  Wide-scale deployment of CGN exists 
–  Its cheap (relatively) and effective 
– Vendors want to sell the boxes 
– Unlike IPv6, few end user visible 

consequences 
•  Except its not end-to-end clean 

•  We’re just about to hit ARIN run-out 
– What the IPv4 future looks like isn’t clear  



A	  word	  for	  our	  sponsors	  

•  Thanks to 
–  the Internet Society 
– Google 
–  ISC 
– RIPE NCC 
– Comcast 

•  For funding, platform support, 
collaboration 



APNIC	  Research	  &	  Development	  

What	  is	  Science	  for?	  
COMPUTER 



APNIC	  Research	  &	  Development	  


