Internet security Communities and
the open source production Model



Current activities

proprietary big-data- I I cooperation in security
driven security services communities
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The puzzle

“The digital 1s the realm of the open: open source, open
resources, open doors. Anything that attempts to close this
space should be recognized for what 1t 1s: the enemy.”

Digital Humanities Manifesto

“Loose lips sink ships™
World War II poster claim, USA



VaRIETIES of social production

Distributivenes

S Openness Socialness
Social
production *
Peer
production * *
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Source: SvO, Table 2.1



characteristics of social production

Distributivenes Distributed network-topology of contributors; absence

S

of central hub or decentralised hubs
Peer governance; hierarchies only ad-hoc or

mem o sand o movaem hn -

Openness

No or low access restrictions on production platform

Accessibility of intermediary goods

Internal transparency about activities and
contributions

Produced goods non-proprietary, accessible,
reusable, adaptable outside market/hierarchy-
exchange frameworks; forkable

Socialness

Non-hierarchical
Non-market-based
Voluntary; intrinsic motivations

Source: SvO, Table 2.2



Observations - Gated Openness

Distributivenes Hybrid of decentrality and distributiveness
S

Openness Gated openness, in practice and idea; club
characteristics

Socialness Strong elements of socialness

Source: SvO, Table 6.2
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Explanations - Limits of openness

“These capabilities [dominant situational knowledge] point to
what might be called an information umbrella. Like extended
nuclear deterrence, they could form the foundation for a mutually
beneficial relationship. The United States would provide
situational awareness, particularly regarding military matters of
interest to other nations. Other nations, because they could
share this information about an event or crisis, would be more
inclined to work with the United States.... Just as nuclear
dominance was the key to coalition leadership in the old era,
information dominance will be the key in the information

age.” {Nye 1996@27}
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A PAID FIRE DEPARTMENT. AS IT IS LIKELY TO BE UNDER THE CONTRACT SYSTEM.


http://www.librarycompany.org/mirrorofacity/section3.htm
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