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Why
• ECC is a newer stronger public key 

• DNSSEC rfc6605 april 2012 

• Smaller keys and signatures 

• Signing is fast 

• CloudFlare is deploying in 1M+ 
domains this year
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Credit: GeoffH 



ECC is getting much faster 
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0.9.8 1.0.2a

1024 Sign  2,000 6,850 3.5x

2048 Sign 380 1,480 4.5x

ECDSA 5,000 22,000 4.5x

1024 ver 42,300 97,500 2x

2048 ver 15,100 33,000 2x

ECDSA 1,150 9,000 8x

MacBook Pro 2.2 GHz Intel Core i7 single core performance OpenSSL 



CloudFlare DNSSEC
• Public beta in progress 

• More can join soon

• Product later this year 
• Will sign all/most domains 

• Whats included
• ECDSAP256

• TLSA records for https, as well CDS or CDNSKEY depending on TLD 

• NSEC zone walking protection
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Deployment Stumbling blocks
• Auth servers do not load

• Registries do not allow DS via EPP

• Registrars do not accept DS in UI/API

• Validators do not support  
• https://github.com/ogud/DNSSEC_ALG_Check

• Please HELP FIX 
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https://github.com/ogud/DNSSEC_ALG_Check

