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Quick intro 



Aim 

•  Not to prescribe policies, technology 
design, nor to be considered as a 
definitive ethics guide. 

•  But to serve as a starting point for a 
discussion between engineers and ethical 
boards, lawyers, social scientists, and 
affected communities. 



Building on previous Guidelines 

 
Ethical Privacy Guidelines for Mobile 

Connectivity Measurements 
 

http://tinyurl.com/GuidelinesOII 



Reverse Reasoning 

•  Engineering:  
– Consequentialist 
–  “The End justifies the Means” 

•  Philosophy, Law, Social Science, etc.: 
– Deontology and Virtue Ethics 
– Judges morality of the End and moral 

character of researcher based adherence to a 
rule or rules of the Means applied. 





Scenario 1: (Big) Data 
Collection by Unlawful Intrusion 



Technologist Reasoning (1) 

•  Best dataset to understand the Internet 
network. 

•  “Created a huge map of the Internet 
through the illegal use of half a million 
devices.“ 

•  Design principle was “be nice and don’t 
break things” 

•  “All data gathered during our research is 
released into the public domain for further 
study. “ 



Ethics Reasoning (1) 

•  Is this a precedent to set? 
– Standards stick for a very long time 
– Good bugs can be exploited 
– So this should not be encouraged 

•  Trade-off benefits and harms 
– Problem defining risk/harm 
– Problem identifying risk/harm 

•  But: What are the ethical costs of not 
having this information? 



Outcome (1) 

•  The dataset is widely hosted and used to 
influence policy debates. 

•  Investigators are now re-designing their 
methods so that the Means are ethically 
just, too. 



Scenario 2: Censorship Measurement  

•  Accessing websites from local devices 
– Via iframes or on network, 
– Sometimes covering costs participants. 



Technologist Reasoning (2) 

•  Informed consent from the users 
•  Rely on URL lists of respectable 

organisations 
–  (may include Falun Gong, pornography sites, 

etc.) 
•  No one has yet been harmed 

– Although data has been used against people 
•  “We will not know what governments think 

of these systems until someone ends up in 
jail” 



Ethics Reasoning (2.1) 

•  Internet as socio-technical system 
–  Internet designed by a homogeneous group 
– Access to the Network is democratised 

•  Inherent knowledge & power imbalance 
– Relevant social norms often not understood 

by engineers 
•  Informed consent is meaningless if: 

– No intuitive understanding of personal data 
ecosystem, 

– No technical understanding of devices. 



Ethics Reasoning (2.2) 

•  Informed consent is also meaningless if 
engineers don’t understand: 
– Some websites may be particularly sensitive 
– Rule of law may not exist in target country 
– Paying participants could be considered to be 

espionage 
•  Therefore: speak to local lawyers or fellow 

engineers before deploying. 



Outcome (2) 

•  Some academic papers have been 
rejected on ethics grounds 
– However, now accepted because the data is 

particularly good 
– Possibly with a note of caution attached 

•  Projects have been scrutinised 
– But finding ways to operate 



Scenario 3: Publicly/Freely/
Openly available data 



Technologist Reasoning (3) 

•  Data is available 
•  Users publish data openly 
•  Devices broadcast signals unprotected 
•  Therefore, it’s free to use.. Right?! 



Ethics Reasoning (3) 

•  Identifiers make it personal data - 
protected 

•  New “public” space 
– Physical plane (observational research) 
– Digital plane (Wifi, Bluetooth, Tweets - 

technically mediated research). 
•  (Legal) Balancing test required 
•  Unethical research - right reasons 

– Consider costs and benefits of doing unethical 
research 



Outcome (3) 

•  Many projects collect tweets 
– Contact users and decide on opt-in or opt-out 

rules for project 
•  Wifi/Bluetooth probes 

– Many commercial applications 
– But can you expect users to know this amount 

of technical detail when they switch on the 
various antenna of their phone? 



Lessons learned so far… 

•  Privacy: Data minimisation and purpose 
limitation are important ethical and legal 
concepts 

•  Social challenges and power imbalances 
need to be understood on a per case basis 

•  Guidance needed in defining and 
identifying harms, also per case 

•  […] 
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Next steps – Request for your input! 

•  “Ethics in Networked Systems Research” workshop 
–  ACM SigComm, 21 August, London 
–  Oxford, New York, Brussels, Oxford again, Delaware, Toronto, 

and Amsterdam. 

•  Looking for collaboration with you, starting today! 
–  To join, mail: bendert.zevenbergen@oii.ox.ac.uk 


