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Open Source projects are 
the roads and bridges of 

the Internet 



In 2013 the new bay bridge 
was built for $6.5 billion 



In 2007 Northbound I-680 
was built for $1.3 billion 

Dollars 



Open source now creates 
billions of dollars of value 

and touches all of our lives 



We’ve reached a golden 
age of open source. 



Or not 



The Problem: Security 



In 2014 the security of the Internet was 
hit by a number of open source 

vulnerabilities 

NTP	
  



This isn’t just an open source problem 



 
 

Why is this happening if Linus’s law is true:  
“Given enough eyeballs, all bugs are 

shallow.” 



NTPd Maintainer Earning 
less the $25k per year 



GnuPG Author: Going 
Broke 



OpenSSL: Less than 
$2000 per year in 

donations 



OpenSSH Maintainer: 
Working part time jobs 



Bash Maintainer: Working 
nearly alone 



In 2007 this bridge was the 
most traveled in Minnesota 



August 1, 2007 the I-35W 
collapsed killing 13 people 



Heartbleed was the I-35W 
bridge of open source 



Why Is This Hard? 

§  Because software is complex. 
§  Because secure code is hard to write and 

maintain. 
§  Because we want to fix open source market 

failures without screwing up open source 
market success. 



Why can we fix this? 

§  Because only open source allows for collective 
and transparent remediation. 

§  Because open source can leverage shared 
testing and tools to make everyone better.  

§  Because we can share best practices to make 
writing secure code easier. 



Attacking 
The Problem: 



We are taking a pre-emptive 
approach to cyber security. 20 

industry giants have already signed 
on. 



Alan	
  Cox,	
  Intel	
   Eduard	
  Karel	
  de	
  Jong	
   Eric	
  Sears,	
  MacAuthur	
  
Founda;on	
  

Greg	
  Kroah-­‐Hartman,	
  
Linux	
  Founda;on	
  

MaA	
  Green,	
  Johns	
  
Hopkins	
  

Dan	
  Meredith,	
  Radio	
  
Free	
  Asia	
  

Michael	
  Howard,	
  
MicrosoG	
  

Bruce	
  Schneier,	
  Security	
  
Writer	
   Ted	
  Ts’o,	
  Google	
   Robert	
  Seacord,	
  

Carnegie	
  Mellon	
   Ben	
  Laurie,	
  Google	
  

In addition to large tech firms we have 
an advisory board of industry experts. 



What is CII Doing? 



 
 

CII is focused on three key things. 



Funding Projects 
That Need Help 
§  GnuPG 
§  Network Time Protocol 
§  OpenSSL 
§  OpenSSH 
§  Open Crypto Audit Project 
§  New research and infrastructure initiatives 

being announced next week 
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Core Infrastructure 
Census 

How do we find the next OpenSSL, 
NTPd or Bash? 
This is not as easy as it sounds. 
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Security Best 
Practices 
Guidelines 

How can we provide ALL open source projects 
with help writing secure code from day one? 
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OpenSSL Bugs Since Heartbleed 



The security, privacy and stability of the 
Internet matters to all of us.  Those 

things depend on open source and we 
have an opportunity to act. 



We need your help 

§  Tell us about critical open source projects that need help 
§  Census and best practices guidelines will be published as 

open source projects: contribute and improve them 
§  Have your company join CII 



 
Thank you. 

 
Dan Kohn <dankohn@linux.com> 


