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generate query
done read query

generate answer
packet arrives
\A more data
done processing

“Name resolution” Is data transtformation
N disguise




production generate query

generate answer

done  read query

\A more data
- @

“Name resolution” Is data transtformation
N disguise

packet arrives




Modules and layers

Layer is an independent SM
Mix and match functionality

| ess active code, less attack
surface area

lterator, record cache, packet
cache

*artistic representation of the layers



Showcase: “iterator” layer

* Drives the query resolution, cooperates with
caching layers

e Does best-effort QNAME minimisation

* meaning It stops minimising when it encounters a
zone cut, but why?

e pbroken CDNs, PTR records with many labels, ...



* (Generic storage backends
(default - LMDB)

e Tagged resources (record,
packet, secret ...)

e Persistent with default backend

* Replaceable on runtime



NS reputation

“Tracks NS latency and
crimes against the DNS”

Not persistent now, work In

progress
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ve been loyal to the preside

for too long, s

Under siege: Blatter is having to answer all sorts of questions about his running of FIFA  Ptere GASTAN BALL

claimed the money was for Goal
Projects in needy countries, but the
cash was pakd without appropriate
suthorisation

B NEARLY £200,000 was paid by
Blatter, without authorisation, to
baal out his supporters in the Gulf
when the 1999 Confederations Cup
in Saudi Arabéa sullered a huge loss
8@ IN 2000, Biatter made a cash
payment of £92.000 to one of his few
supporters in Africa, Liberian foot-
ball president Edwin Snowe, who
now organises “‘Friends of Blatter in
Africa’ to help obtain votes for the
pressdent In the forthcoming elec
tion on May 29. Blatter made two
ayments totaling £35.000 Lo former
'IFA president Havelange kast Sep-
tember. The report sakd: “The real
background of these payments is
questonable’

8 BLATTER secreily set up a
monthly payment of £3.000 Lo one of
his associates, Lebanese business-
man Rahif Alameh, for “consulting
services which, allegedly, he never
delivered

Blatter has repeatediy denied 1o
Spovismail that e had the power Lo
intervene in the sale of Workd Cup
TV rights by the Oerman company
Kirch Media

But he wrote to Kirch in January
stating that he relains the overall
responsibility for whoever wins
these lucrative rights

The dossgier reveals that Diatter
has created “four artifickal consyl-
Lancy contracis as a way of reward.-
ing people who have helped him in
the past’

And in another blow to Warner, the
report says that Blatter has taken

advantage of the Goal Project
‘influence’ member federations
cspecially in the CONCACAF regho

Where many associations are sty
persuaded that they will lose an
financial support If they do not sup
port the current reginse’

The MNinal section of the repor
African vice-president Parah Adde
who revealed to Sportsmail th
detalls of bribes paid Lo officials U
vole for Blatter in 1988 The repor
alleges that two African referee
were secretly flown to Zurich t
make statements against Addo

Omne of Lot was given a chegue o
£18.000 and tokd that 'if the inform
tion he provided sulted the purpose
of Lthe President” he would be pasd
simidlar amount, The report says thi
may be a criminal offence



Resolver daemon

e Written in C and Lua

THE

 Built around the libuv
library

PROGRAMMING
LANGUAGE

* Dynamic configuration,
CLI, extensions, ... even
layers Iin Lua


https://github.com/libuv/libuv

Dynamic what”

It's really Lua behind, but
you can configure it
declaratively

-- static example
cache.size = 10*MB

modules = {
'hints', ‘cachectl’

}
net = {
*127.0.0.1°



Dynamic what

Listen on all eth0 addresses.

net.listen(net.eth0)
event.recurrent(30*sec, function()

w, Cachectl.prune()
/" " end)

Prune cache every 30 seconds.



Resolver
modules 101

Add processing layers
(...OpenResty of DNS)
Script anything

Subscribe / publish data

C, Lua or Go*



Batteries included, but
removable

e Static hints (C, processing layer)
 Etcd (Lua, updates configuration from peers)
e Cache control (C, pruning/purging cache)

 Memcached (C, new cache storage option)




Recap

Resolver library with a “state-machine-esque” API
Scriptable daemon with dynamic configuration
Bunch of modules in C/Go/Lua

Quarterly release plan, but things might break!



Demo

... not really



marek$ make

Dependencies

yes] doxygen (doc)

yves] Libknot (lLib)

ves] lua (daemon)

yes] libuv (daemon)

yves|] cmocka (tests/unit)

yes]| Python (tests/integration)
no] GCCGO (modules/go)

make: Nothing to be done for "all'.



marek$ make

Dependencies

yes] doxygen (doc)

yves] Libknot (lLib)

ves] lua (daemon)

yes] libuv (daemon)

yves|] cmocka (tests/unit)

yes]| Python (tests/integration)
no] GCCGO (modules/go)

make: Nothing to be done for "all’.

marek$ ./daemon/kresolved -a 127.0.0.1#6667

[system] started in interactive mode, type 'help()'
>



marek$ ./daemon/kresolved -a 127.0.0.1#6667

[system] started in interactive mode, type 'help()'
> net.list()

[127.0.0.1] => {

udp] => true
tcp] => true
‘port] => 6667




marek$ ./daemon/kresolved -a 127.0.0.1#6667
[system] started 1n dnteractive mode, type 'help()'
> net.list()

[127.0.0.1] => {

udp] => true

tcp] => true

‘port] => 6667

¥

> modules = {'hints', 'cachectl'}
'hint] reading '/etc/hosts'
[hint] loaded 9 hints



marek$ ./daemon/kresolved -a 127.0.0.1#6667
[system] started 1n dnteractive mode, type 'help()'
> net.list()

[127.0.0.1] => {

udp] => true

tcp] => true

‘port] => 6667

¥

> modules = {'hints', 'cachectl'}
'hint] reading '/etc/hosts'

[hint] loaded 9 hints

> modules.list()

1] => 1terate
2] => rrcache
3] => pktcache
4] => hints
5] => cachectl




marek$ kdig @127.0.0.1 -p 6667 A nic.cz.
;5 —>>HEADER<<- opcode: QUERY; status: NOERROR;
;5 Flags: gr rd ra; QUERY: 1; ANSWER: 1;

; QUESTION SECTION:
; nic.cz. IN A

\» o

\» o

:+ ANSWER SECTION:
nic.cz. 18060 IN A 217.31.205.50

;; Received 40 B
;5 T1me 2015-05-13 16:34:43 CEST
;3 From 127.0.0.1@6667(UDP) 1n 42.3 ms



marek$ ./daemon/kresolved -a 127.0.0.1#6667

[system] started in interactive mode, type 'help()'
>

plan] plan 'mic.cz.' type 'A'

resl query 'A nic.cz.'

resl| => querying .. cut: '.' ml2n: 'cz.'
ter] <= referral response, follow

resl] => querying .. cut: 'cz.' ml2n: 'nic.cz.'
ter ] <= rcode: NOERROR



marek$ ./daemon/kresolved -a 127.0.0.1#6667

[system] started in interactive mode, type 'help()'
>

> hints| 'badguy'| = '127.0.0.1'



marek$ ./daemon/kresolved -a 127.0.0.1#6667
[system] started 1n dnteractive mode, type 'help()'
> .

> hints| 'badguy'| = '127.0.0.1'

> hints| 'badguy' |

{ "result": | 127.0.0.1 | }




marek$ kdig @127.0.0.1 -p 6667 A badguy.

;3 —>>HEADER<<- opcode: QUERY; status: NOERROR ..

;5 Flags: gr rd ra; QUERY: 1; ANSWER: 1;

; QUESTION SECTION:
; badguy. IN A

\» o

\» o

;3 ANSWER SECTION:
badguy . © IN A 127.0.0.1

;; Received 40 B
;5 T1me 2015-05-13 16:08:00 CEST
;3 From 127.0.0.1@6667(UDP) 1n 0.2 ms



marek$ ./daemon/kresolved -a 127.0.0.1#6667

[system] started in interactive mode, type 'help()'
>

hints| 'badguy' ] = '127.0.0.1'

>
> hints| 'badguy' ]

{ "result": [ 127.0.0.1 | }
>

plan] plan 'badguy.' type 'A'
resl] query '"A badguy.'
hint <= answered from hints

ter <= rcode: NOERROR




Q/A "

O github.com/CZ-NIC/knot-resolver

/o0, gitlab.labs.nic.cz/knot/resolver

travis-ci.org/CZ-NIC/knot-resolver

(‘ scan.coverity.com/projects/3912

knot-resolver.rtfd.org
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